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Abstract. The number of publicly accessible knowledge graphs is in-
creasing and so are their applications. Knowledge graphs may contain
private data and need to be protected against unauthorized access. There
are different approaches for access control to knowledge graphs, e.g., user-
based or policy-based. User-based access control can be hard to main-
tain in systems with hundreds or even thousands of users. In contrast,
policy-based approaches use rules to decide whether the access should
be granted or denied. ODRL is designed for licensing but also used for
policy-based access control. Hence, the evaluation of access policies is
not defined and no external data can be considered during the decision-
making process. Policies can be seen as integrity constraints and, hence,
it is natural to specify them in SHACL; the semantics of SHACL vali-
dation are well-defined. SHACL-ACL demonstrates how SHACL can be
utilized in a policy-based access control approach. Furthermore, utilizing
RML mappings, SHACL-ACL is capable of considering data from vari-
ous heterogeneous sources for the policy evaluation, e.g., JSON data from
Web APIs. The demo is available as an interactive Jupyter notebook.
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1 Introduction

Knowledge graphs are used more and more to publish data on the Web [7]. The
data of a knowledge graph is commonly expressed in the Resource Description
Framework (RDF) [11,12]. When it comes to sharing private data over the Web,
security comes into play. Solid Pods [1] are one possibility to control the access
to one’s private data. Solid relies on OpenID [15] and usually grants access to
a resource on a per-user basis, i.e., for each resource, the access rights of each
user need to be set. In contrast, access policies define conditions for the access,
e.g., access is granted during the night or on rainy days. The Open Digital Rights
Language (ODRL) [8] is designed with licensing in mind but also used for access
control in some projects [4,5]. Since the access is granted when all access policies
are fulfilled, access policies can be seen as integrity constraints for access control.
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Fig. 1. The SHACL-ACL Architecture. With the use of RML mappings, data
from various heterogeneous sources are semantified into a virtual knowledge graph
(KG). The virtual knowledge graph is then validated against the access control policies
specified in SHACL. If all requirements are met, the SPARQL query is executed. After
the execution of the query, the query result is presented to the user.

This paper demonstrates SHACL Access Control Lists (SHACL-ACL), a
framework able to grant access to RDF knowledge graphs based on access con-
trol policies defined in the Shapes Constraint Language (SHACL) [10]. While
the evaluation of ODRL policies is not explicitly explained in the specification,
the semantics of SHACL validation are well-defined [2]. Since ODRL is designed
for licensing instead of access control, only data from the policy or known to the
evaluation system can be considered during the evaluation of ODRL policies.
SHACL-ACL overcomes this limitation by utilizing the RDF Mapping Language
(RML) [3] to create a virtual RDF knowledge graph on the fly. This allows the
consideration of external data, e.g., JSON data from a Web API, during the
decision-making process. Hence, decisions can be based on up-to-date data. The
virtual knowledge graph is then evaluated by a SHACL validator; following the
known semantics for SHACL validation. If all requirements are fulfilled, the ac-
cess to the resource is granted. Once the access is granted, a SPARQL query
posed by the user can be executed and the results presented.
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2 Access Control with SHACL

As mentioned in the introduction, access control policies can be seen as integrity
constraints for access control. Hence, SHACL can be used for controlling the
access to RDF knowledge graphs. The SHACL-ACL architecture for controlling
the access to RDF sources for the execution of SPARQL (SPARQL Protocol
And RDF Query Language) [13] queries using access control policies defined
in SHACL is shown in Figure 1. Once the user poses a SPARQL query to the
system, the access control policies need to be checked. Since SHACL requires the
data to be validated to be in RDF, first, a virtual knowledge graph is created
from various heterogeneous sources that contain the data necessary for the policy
checking. The creation of the virtual knowledge graph utilizes RML mappings to
semantify the data sources on-the-fly. Then a SHACL validator is used to check
the virtual knowledge graph against the policies. After checking the policies, a
decision is made whether the query can be executed. If all requirements are met,
the access is granted and the query engine executes the query. If not, the access
is denied and an error message is returned to the user.

The architecture presented in Figure 1 can be implemented using existing
tools. The provided implementation4 relies on the SDM-RDFizer [9] for creating
the virtual knowledge graph. The SHACL validator used is Trav-SHACL [6]. For
executing SPARQL queries, the federated query engine DeTrusty [14] is utilized.
These tools are state-of-the-art and implemented in Python.

3 Demonstration of Use Case

To demonstrate the application of SHACL-ACL5, an access control policy is de-
fined in SHACL as well as a SPARQL query over the data from the World Bank.
The World Bank knowledge graph comprises 250,097,215 RDF triples stating per
year and country the value of several indicators, e.g., life expectancy, popula-
tion, inflation, and age distribution. The knowledge graph contains the data for
1,436 different indicators for 265 countries covering the years 1960 to 2021. The
average number of indicators per country per year is 711.225 which implies that
not all indicators are recorded for all countries for all years. One reason is that
some indicators are not yet available for 2021, e.g., the life expectancy in Ger-
many. The query for the demonstration retrieves the life expectancy in Germany
for the last three years available, i.e., 2018 to 2020. The access control policy
considers local conditions, i.e., conditions of the machine of the user like CPU
usage, available RAM, and local time. Additionally, the weather conditions in
Hannover (Germany) are considered. Access is granted if: i) the CPU usage is
below 30%, ii) at least 80% of RAM are available, iii) it is night time, i.e., 7 pm
to 6 am, iv) the temperature in Hannover (Germany) is below 25°C, and v) the
humidity in Hannover (Germany) is at least 75% (see Table 1).
4 The code is available at https://github.com/SDM-TIB/SHACL-ACL
5 The live demo is available at https://mybinder.org/v2/gh/SDM-TIB/SHACL-ACL/

HEAD?labpath=SHACL-ACL.ipynb

https://github.com/SDM-TIB/SHACL-ACL
https://mybinder.org/v2/gh/SDM-TIB/SHACL-ACL/HEAD?labpath=SHACL-ACL.ipynb
https://mybinder.org/v2/gh/SDM-TIB/SHACL-ACL/HEAD?labpath=SHACL-ACL.ipynb
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Table 1. Access Control Policy and Simulated Data Overview. Data values for
the current conditions use case are omitted since they depend on the time of execution.

Policy Invalid Conditions Valid Conditions
Time 19:00:00 to 06:00:00 09:09:09 20:15:36

CPU Usage < 30% 0.4% 20.5%
RAM Available ≥ 80% 50.50% 86.21%

Temperature < 25°C 0.6°C 9.1°C
Humidity ≥ 75% 99% 87%

Current Conditions. The first use case collects the current conditions of the
machine executing the demonstration and gathers the current weather data of
Hannover (Germany) via a Web API. For this, a modified version of the SDM-
RDFizer [9] is used. The modifications include data collection from Web APIs
as well as returning a virtual knowledge graph instead of a file containing the
RDF triples. The virtual knowledge graph is validated against the access control
policies mentioned above using Trav-SHACL [6]. This use case demonstrates the
capability of gathering live and external data for the policy evaluation. Since the
result of the decision-making process cannot be guaranteed, two additional use
cases with static data are presented.

Invalid Conditions. This use case uses static data for the policy evaluation that
is known to violate the access control policy (see Table 1). More precisely, the
time in the data is 9 am and only about 50% of the RAM are available. Hence,
the time and memory policy are violated. All other conditions are met. Due to
the violations, the access is denied and the query is not executed. An error is
returned stating that the access was denied.

Valid Conditions. The static data for this use case ensures that the policy evalu-
ation succeeds without any violations, i.e., all the constraints are fulfilled (see Ta-
ble 1); it is night time, the machine is under a low load, and it is cold and humid
in Hannover (Germany). Since no violations are detected, SHACL-ACL grants
access to the World Bank knowledge graph and the SPARQL query is executed.
After the execution of the query, the query result is shown to the user presenting
the life expectancy in Germany for the last three years (in the data).

4 Conclusion

SHACL-ACL demonstrates the use of SHACL as a language to define access
control policies which can be seen as integrity constraints. In contrast to ODRL,
SHACL is defined for validating constraints over KGs. Additionally, the use of
RML mappings allows to generate a virtual KG from various heterogeneous
sources, i.e., local and external. SHACL-ACL relies on widespread concepts that
are well-known in the Semantic Web community and is capable of controlling
the access to resources on the Web, e.g., a SPARQL endpoint with private data.
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